HNudopmanuonHasi naMsITKa /17151 HeCOBEPIIIEHHOIETHHUX 110 BONPOCaM
KHOep0e30NacHOCTH

B ceru «HTEpHEe D

KoMnbioTepHbie BUPYCHI

KomnbroTepHbIit BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJIMYUTENBHON OCOOEHHOCTBHIO KOTOPOM SIBISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO
(komMpoBaHHIO). B momomHeHWME K AITOMY, BHPYCHl MOTYT TIOBPEAWTH WIIH
HOJHOCTHIO YHUUYTOXKUTH BCE (Dailyibl U TaHHBIE, TTOJKOHTPOJIbHBIE MOJIB30BATENIO,
OT UMEHU KOTOpOro Obljia 3amyleHa 3apakEHHasl Iporpamma, a TaKkkKe MOBPEAUTh
WIN Ja)Ke YHUYTOXXHUTH ONEPAMOHHYIO CHCTEMY CO BceMH (aitiamu B 1enoM. B
OOJIBIIMHCTBE CIIyYaeB PacHpOCTPAHSIOTCS BUPYCHI uepe3 HTepHeT.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1.  Hcnonp3yit cOBpeMEHHBIE OINEPALIMOHHBIE CUCTEMbI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IPOrPAMM;

2.  IloctosHHo  ycraHaBnuBail  maTun(IU(PpPOBBIE  3aIUIATKH,
KOTOpbIE  aBTOMATHYECKH YCTAHABIMBAIOTCS C IENbI0  JOpabOTKHU
OporpaMmbl) W JIpyrue€ OOHOBIEHHMS CBOEH ONEPAlMOHHOM CHCTEMBI.
CkauuBail UX TOJBKO ¢ oduIMaIbHOro caiita paspadorunka OC. Ecmm
CYIIECTBYET PEKUM aBTOMATUIECKOTO OOHOBJICHHSI, BKJIIOUH €T0;

3. PaGotait Ha cBOEM KOMITBIOTEpPE IO/ MPaBaMHU IOJIH30BATENS, a
HE aJMUHHUCTpaTopa. OTO HE IMO3BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX
IporpaMM MHCTAJUIUPOBATHCSI HA TBOEM IEPCOHATBLHOM KOMITBIOTEPE;

4.  Hcnonpb3yil  aHTHUBUPYCHBIE  MPOTPAMMHBIC  TPOIYKTHI
U3BECTHBIX MPOU3BOJIUTENEH, C aBTOMATHYECKUM OOHOBJIEHUEM 0a3;

S. Orpannyb  (U3MYECKUH  JOCTYyH K  KOMIBIOTEPY ISt
TIOCTOPOHHUX JIHII;

6. Hcrnonp3yil BHEMIHWE HOCUTENW WH(POpPMAIUK, TaKue Kak
dnemka, auck wium ¢daitn u3 HHTepHeTa, TONBKO W3 MPOBEPEHHBIX
HUCTOYHHKOB;

7. He orkpeiBali KOMIMbIOTEpHBbIC (halbl, TOMYYECHHbIE U3
HEHAJEKHBIX HCTOYHUKOB. Jlaxke Te (paiiiapl, KOTOphIE TMpHUCTal TBOU

3HaKOMbI. Jlyulie yTo4HH y Hero, OTIpaBJisil U OH Te0e uX.



Cetu WI-Fi

C nomompro WI-Fi MOXXHO TONYyYuTh OECIUIATHBIA HHTEPHET-IOCTYI B
OOIIECTBEHHBIX MecTax: Kade, OTeNlsx, TOPrOBBIX IEHTpax H a’pomoprax. Ho
MHOTHM€ DHKCIEpPThl CYUTAKOT, 4TO oOwmenoctynHeile WiF1 cetn He SBISIIOTCA
0e30MacHBIMHU.

CogeTbl M0 6€30MaCHOCTH PA0OTHI B 001eI0CTYMHBIX ceTax Wi-Fi:

1. He nmepenmaBaii cBo  JHYHYHO  HHGOpPMAIUIO  dYepe3
obmenocrynusie Wi-Fi cern. PaGoras B HHX, »elaTelbHO HE BBOJHTH
apoJIu TOCTYTa, IOTUHBI U KaKHe-TO HOMEpPa,

2. Hcrnonb3yii u OOHOBISII aHTUBUPYCHBIE MPOTPAMMBbI U
Opanamaysp. Tem cambIM ThI 00€30TacHIIb ce0s OT 3aKa4YKH BUpyca Ha TBOE
YCTPOWCTBO;

3. [Ipu wucnons3oBanuun Wi-Fi otkmoun ¢ynkmuo «OO0mmit
noctyn K ¢dainam u  npuHTepam». JlaHHas (QyHKIMS 3aKphiTa 10
YMOJTYaHUIO, OJHAKO HEKOTOpbI€ IOJIb30BATENIM AaKTUBUPYIOT €& IS
yn100CTBa UCIIOJIB30BAaHUS B paboTe WK y4eoe;

4, He wcnone3yit myOmuunbii WI-FI s mepemadn  JTHYHBIX
JTAHHBIX, HAIPUMED, I BBIXOAA B COIMATIBHBIC CETH WU B DJICKTPOHHYIO
MOUTY;

S. Hcenone3yi Tonpko 3amumienHoe coenunenne yepe3 HTTPS, a
He HTTP, 1.e. mpu Habope BeO-aapeca BBoau nMeHHO «https://»;

6. B Mo6unsHOM Tenedone oTkioun GyHknuio «lloakimrodeHue K
Wi-Fi aBromarmyeckm». He pomyckali aBTOMAaTHYECKOTO ITOIKITFOYCHUS

ycTpoiicTBa k cetsiMm Wi-Fi1 6e3 TBoero cornacus.

ConnajibHbIe CeTH

CoumnanpHass ceTb — O3TO CaWT, KOTOPBIA MPENOCTABISET BO3MOXKHOCTh
JIOJSIM OCYIIECTBIIATH 0OOIeHne Mexay coborr B MHTepHeTe. Yarmie Bcero B HHUX
Ul KaXXJIOr0 4YelOBEKa BBIACISACTCS CBOSl JIMYHAS CTpPAaHW4YKAa, Ha KOTOPOW OH
yKa3blBaeT O ce0e pazinyHyl0 HHQOpMAIMI0 HauWHAasi OT WMEHH, QamMmwinu u
3aKaH4YMBas JIMYHBIMU (QoTorpadusimu. MHOrMe Moiab30BaTeNu HE TOHUMAIOT, YTO
uHpopMalys, pa3MelleHHas UMU B COLIMATIBHBIX CETSAX, MOXKET ObITh HalJeHa U
UCTOJb30BaHA KEM YroJHO, B TOM 4YHCIe HE 00s3aTenbHO ¢ OJarumu

HaMCPCHUSAMM.



OcHOBHBIE COBETHI M0 0€30MACHOCTH B COLMATBHBIX CETSIX:

1. Orpannyb CIUCOK Jpy3eh. Y TeOs B IPYy3bsiX HE JOIDKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJEH;

2. Jamuiaii CBOK YAaCTHYK Xu3Hb. He ykaspiBaili mnapouu,
tenedoHbl, agpeca, JaTy TBOETO POXICHUA U JPYryw0 JHUYHYIO
uHGOpMAITHIO. 3JI0YMBINIJICHHUKA MOTYT HUCIIOJIB30BaTh TaKe HHPOPMAIIHUIO
0 TOM, KaK Thl ¥ TBOU POJIUTEIIH INIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinail CBOI penyTaluio — JIEpKU €€ B UUCTOTE W 3aJ1aBai
cebe Bompoc: XOTeNn Obl ThI, YTOOBI APYTHE MOIB30BATENN BUACIU, YTO ThI
3arpyxaemib? [lomymaii, mpexae 4yeM 4To-TO OIyOJIMKOBaTh, HAMHUCaTh U
3arpy3uTh;

4, Ecau Tel TOBOpHINBL C JIIOJBMH, KOTOPBIX HE 3Haellb, He
UCIIONIB3YH CBOE peajibHOE HMMs W JIPYTYyI0 JIMYHYH HH(POpMAIUIO: WM,
MECTO >KUTEIHCTBA, MECTO YUeObl U TIpoUEee;

5. N36erait pasmemenuss Qororpadpuii B MHTepHere, rae Tbl
n300pakeH Ha MECTHOCTH, [0 KOTOPOM MOXHO OIPEAETUTh TBOE
MECTOITOJIOKECHHE;

6. Ilpm peructpamu B COUMATBHOW CETH HEOOXOAMMO
UCIIONIb30BaTh CJIOKHBIC TIApPOJIM, cOcCTosmMe W3 OykB W 1udp u ¢
KOJIMYECTBOM 3HAKOB HE MEHEE &;

1. JIist conuanbHONM CETH, TIOYTHI M JIPYTUX CAWTOB HEOOXOIMMO
UCIIONIB30BaTh pasHble TMaponu. Torma ecad TeOS  B3JIOMAKT, TO

3JIOYMBIIINICHHUKHW I10JIYYaT JOCTYII TOJIBKO K OJHOMY MECTY, 4 HC BO BCC

cpasy.

DJIEKTPOHHBIC NeHbI'N

DNEeKTPOHHBIEC JIEHBI'M — 3TO OYEeHb YJOOHBIM CHOCOO IUIATEXKEH, OJTHAKO
CYIIECTBYIOT MOILIEHHUKHU, KOTOPBIE€ XOTAT HNOJYYUTh 3TU AEHBIU.

DJIEKTPOHHBIE ICHBI'M MOSBUWINCH COBCEM HEAABHO M MMEHHO M3-3a 3TOr'0 BO
MHOTHX TOCYIapCTBAX JI0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccum xe oHM (YHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, IJ¢
UX pa3JeisiioT HA HECKOJIbKO BHJIOB — AHOHMMHBIE U HE aHOHUMHbIE. PasHuna B
TOM, YTO aHOHHMHBIC — 3TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOAUTE OIepainy 0e3
uieHTU(DUKAIIMK  TIOJNIH30BATENIl, a B HE AaHOHUMHBIX  HWJACHTUPUKAIUS

IT0JIb30BaTENIS SBISETCS 00I3aTEIbLHOM.



Taxxke crnemyer pa3iaudaTh OJJICKTPOHHBIE (UATHBIC JEHbIM (paBHBI
TOCY/IapCTBEHHBIM BAJIOTaM) M JJICKTPOHHBIE HedUaTHBIE JCHBIU (HE PaBHBI
rOCy/IapCTBEHHBIM BAJIIOTAM).

OcHoBHBIE COBETHI 10 0€3011aCHOM padoTe ¢ JIEKTPOHHBIMHU AeHbIAMU

1. [IpuBsku K cueTy MOOWIBHBIN TeraedoH. ITO caMblil yIOOHBIN
U OBICTPBIN CIIOCOO BOCCTAHOBUTH JOCTYM K cuery. [IpuBsizannsiii Tenedon
IIOMOJKET, €CJTH 320y IeITh CBOM IIIATEeKHBIN MMapoih WK 3aiIeIh Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yli omgHopaszoBele mnaponu. llocne mnepexoma Ha
YCWICHHYIO aBTOpHU3alMI0 TeOe yke He OyleT yrpoarh OMacCHOCTh KPaxKu
WJIM TIEpeXBaTa IIaTEXKHOT O Mapois;

3. Boibepu cnoxxubiii maponb. [IpectynHukam OyaeT HEMpOCTO
yrajarb CJIOXHBIA TapoJib. HaxexxHele mapoau — 3TO Mapoiv, KOTOPbIE
collepKaT He MEHee 8 3HaKOB M BKIIOUYAIOT B Ce€0Sl CTPOYHBIC U MPOIHUCHBIE
OyKBBI, IU(MPHI U HECKOJIBKO CMMBOJIOB, TaKME Kak 3HaK joJuiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOOM CBOM JIMYHBIE [JaHHBIE Ha caillTaX, KOTOPbIM HE

JOBEPSCILb.

DJIEKTPOHHASA MOYTA

DJNEKTPOHHAS MOYTa — 3TO TEXHOJOTUS U MPEIOCTABISAEMBIE €10 YCIYTU IO
NEPECHUIKE U MOJYUYEHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPhIE paclpeieNsaioTcs B
KOMITbIOTEpHOU ceTU. (OOBIYHO JJIEKTPOHHBIM TMOYTOBBINA SIIIUK BBITJISIUT
CJIeIYIONUM 00pa3oM: UMsI_TOJIb30BATENA(@WHUMS_JIoMeHa. Takke KpoMme repeaadn
MPOCTOr0 TEKCTa UMEETCSI BO3MOXKHOCTh NIepeiaBaTh (haiibl.

OcHoBHbBIE COBETHI 0 0€30NMACHOI padoTe ¢ JIEKTPOHHOM MOYTOM

1. Hano BbIOpaTh mpaBuiibHBIA MOUTOBBIN cepBuc. B MuTepHere
€CTh OIPOMHBIM BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyYlle

JOBEPATh TEM, KOTO 3HACIIb U KTO NIEPBbIN B PEUTUHIE;

2. He yxka3piBali B JIMYHOW TIOYTE JIMYHYIO HHQOpPMAIHIO.

Hanpumep, nyumie BwuIOpaTh «My3bIKIbHBIN (paHaT@» wiaum «pok2013»

BMeCTO «TeMal3»;

3. Hcnonp3yil NBYXATalHYI0 aBTOpHU3alMIO. JTO KOrjga MOMUMO

1apoJig Hy’KHO BBOJIUTH KO/, IPUCHIIIaeMbI 110 SMS;



4, BriGepu crnoxHbIM maposib. [ KaXaoro Mmo4ToBOTO SIIHUKA
JOJIKEH OBITh CBOM Ha/I€KHBIN, YCTONYMBBIN K B3JIOMY [1apOJIb;

5. Ecnu ecTtp BO3MOXKHOCTH HAINMCaTh CaMOMY CBOW JIMYHBIN
BOIIPOC, UCTIOJIB3YH 3Ty BO3MOKHOCTD;

6. Hcrnonp3yli HECKOJIBKO IOYTOBBIX SIIHUKOB. IlepBwit miist
YAaCTHOM TMEpEeNUCKU C aJpecaraMy, KOTOPbIM Tbl JOBEPSCIIb. ITO
AJIEKTPOHHBIN aJipec HE HaJ0 MCIOJIb30BaTh NP PErucTpanvu Ha hopymax
1 cauTax;

7. He otkpspiBail Qaitibl U Apyrue BIOXKEHHS B MUChMax Jaxke
€CJIM OHU MPHUIILIA OT TBOUX JIpy3eil. JIyunie yrouHu y HUX, OTHPABIISIIM JIU
oHHU Tebe 3T Qailnsbl;

8. [locne okoHuaHusi pabOTHl Ha TOYTOBOM CEpPBHUCE TEpen

3aKpBITUEM BKJIAJKU C CAUTOM He 3a0y/ab HaXaTh Ha «BBIATHY.

KuoepOvaJauHr ujin BUPTYAJbHOE H31eBaTeJILCTBO

KuGepOymiuHr— »TO mpecienoBaHHEe COOOLICHUSIMHU, COJEpKALUMU
OCKOpOJIeHMS, arpeccuto, 3aIyrUBaHUE; XYJUTaHCTBO; COILMAJIbHOE
OOMKOTHPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTHI 0 00pble ¢ KHOEePOYIITUHIOM:

1.  He Opocaiics B 601. Jly4iinii cmoco0: mocoBeTOBaThCS Kak ceOs

BECTH U, €CIM HET TOro, K KOMY MOXHO OOpaTUThCSA, TO BHayaie

ycnokoutbcsi. Eciau  Thl  HayHemb  OTBEYAaTh OCKOPOJEHUSMH  Ha

OCKOPOJIEHUS, TO TOJIBKO elle O0JbIIe pa30XOKeTb KOH(IHKT;

2. VYmpansii cBoeit kubeppemnyTaiueii;
3.  AnoHumHOCTh B cerhu MHUMasg. CyIIeCTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectu Xynuranckuii o0pa3 BHUPTYaJbHON KU3HU.

WNutepHer Qukcupyer Bce TBOM JEHUCTBHUS W COXPAHSIET WUX. YIaUTh HX

OyZIeT KpailHe 3aTpyJHUTEIBHO;

5.  Benu cebds BexIMBO;
6. Urnopupyit €AVHUYHbBII HETaTuB. OnHopa3zoBbIe

OCKOpOUTENbHBIE COOOIIEHMs Jy4lle UrHopupoBaTh. OOBIYHO arpeccus

IpeKpaniaeTcs Ha Ha9aJIbHOM CTaIuH;



/. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMHU
COOOIIEHUSIMU, B COILMANbHBIX CETAX €CTh BO3MOXHOCTh OJOKHPOBKHU
OTIIPaBKH COOOILEHUH C OIIPENIEIEHHBIX aIPECOB;

8. Eciu Te cBugerens kuOepOymauHra. TBou peiicTBus:
BBICTYIIUTh IPOTUB IIPECIIENOBATENs, MOKa3aTh €My, 4TO €ro JEHCTBHS
OLICHUBAKOTCA  HEraTMBHO, TMOJJEpKaTb JKEPTBY, KOTOPOM  HY)KHA
IICUXOJIOTUYECKasi MOMOIIb, COOOIIMTH B3POCIBIM O (aKTe€ arpecCUBHOIO

ITIOBEACHUA B CCTH.

MoOuanHbBIN TeJgaedon

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIbIT
GyHKIIMOHAJ, M TENeph OHM MOTYT KOHKYpPHUPOBAaTh CO CTallMOHAPHBIMU
KoMmIbtoTepaMu. OJJHAKO CPENICTB 3aUIUThI JUIsl OJOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TecTupoBaHME M TOWUCK YSA3BUMOCTEM B HHMX MPOUCXOJUT HE Tak
UHTEHCUBHO, Kak 17 [1K, To jxe camoe kacaercss 1 MOOMIIbHBIX MPUII0KEHU.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIN
HACTOJIbHBIE AaHAJIOTH, OJHAKO pacHIMpeHue (yHKIMOHANa BIe4YeT 3a coOoM
OOJIBIIYIO CII0KHOCTh YU MEHBIIYIO 3aIUIIEHHOCTbD.

Jlaneko He Bce MPOM3BOAUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKPHIBAIOLIUE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcHoBHbIE COBETHI JI 0€30MaCHOCTH MOOMJILHOIO TeJiepoHA:

1.  Bynp octopoxkeH, BeAb Korja Tebe MpeasiaraioT OecrulaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO TUIATHBIE YCIYTH;

2. Hymaii, npexxae yem ortnpaButb SMS, dboto wimm Bumeo. Th

TOYHO 3HafClllb, I'IC OHU 6yILYT B KOHEUHOM HUTOre?

3. Heobxonumo OOHOBJISITH ONEpPAllMOHHYID CHUCTEMY TBOETO
cMapTdoHa;

4.  Hcnonp3yil aHTUBHPYCHBIE TIPOTPAaMMBI JJISI MOOWIIBHBIX
TenedOoHOB;

5.  He 3arpyxail mpuIoKeHHsI OT HEM3BECTHOTO MCTOYHUKA, BEIb

OHHM MOTYT COZIEPKaTh BPEAOHOCHOE MPOrpaMMHOE 00eCTICUCHUE;

6. ITocne TOro kak Thl BBIWAEIIL C CalTa, TAE BBOAWI JIMYHYIO
uH(pOpMaIINIO, 3aiiT1 B HACTPOUKH Opay3epa u yaainu cookies;

7. ITepuonnuecku MpOBEpsIi, KaKue IUIaTHBIC YCIIyTU

AKTHUBUPOBAHBI HA TBOCM HOMCPC,



8. JlaBaii cBoil HOMEp MOOWIBHOTO Tele(OoHa TOJBKO JIIOISM,
KOTOPBIX ThI 3HACITH U KOMY JTIOBEPSIEIIIb;
9. Bluetooth nmomken OBITH BBIKIIOYEH, KOrja ThI MM HE

nosnb3yembca. He 3a0b1Bail HHOT1a IPOBEPSITH 3TO.

@OUIIHHT WIN KPaKa JHUYHBIX JTJAHHbIX

I'maBHass 1enb (QUINIMHTA, BHJIA HHTEPHET-MOIICHHUYECTBA, COCTOUT B
MOJTYYCHUH KOH(PHUICHIMAIBHBIX JTAHHBIX IOJIH30BATEICH — JIOTHHOB M ITapOJICH.
Ha anrnuiickom s3pike phishing uwuraercs kak ¢ummar (ot fishing— priOHas
JIOBJISI, password— mapoJin).

OcHoBHBIE cOBeTHI 110 00pBLOE ¢ PUIIMHIOM:

1. Crnenu 3a CBOMM aKkKayHTOM. Eciu ThI mogo3peBaciiib, 4TO TBOS
aHkeTa ObIa B3JIOMaHa, TO HEOOXOJIUWMO 3a0JIOKUPOBATh €€ U COOOIIUTH
aIMUHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Hcnonw3yit 6e3omacHbie BEO-CAThl, B TOM YHCJIE WHTEPHET-
Mara3uHOB U ITOMCKOBBIX CHCTEM;

3. Hcnonw3yit cnnokHbIe M pa3Hble mapoiau. Takum oOpazoM, eciu
TeOS B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TONTYy4YaT JOCTYI TOJBKO K OJTHOMY
TBOEMY MPOGUITIO B CETH, a HE KO BCEM;

4, Ecnu Tebs B3nmoManu, TO HEOOXOAMMO NPEAYNPEIuTh BCEX
CBOMX 3HAKOMBIX, KOTOpPbIE JOOABIEHHI y T€OSI B JIPY3bsAX, O TOM, U4TO TeOs
B3JIOMAJId ¥, BO3MOXXHO, OT TBOEr0 MMEHM OYJEeT pacchUIaThCs ClaM U

CCBUJIKU Ha (PUIIUHTOBBIC CAlTHI;

S. YcranoBu Hanexubii napoib (PIN) Ha MoOWITBbHBIN TenedoH;
6. OTxir0YM coXpaHeHue napoJsi B Opaysepe;
7. He otkpbiBail Qaitibl U Apyrue BIOXKEHHS B MUChbMax Jlaxke

€CJIM OHU NPUILINA OT TBOUX Jpy3el. JIyunie yrouHu y HUX, OTHPABIISAIM JIN

OHHM TeOe ITH (pailibl.



